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Withholding/Payroll Service Provider
2019 Tax Software Provider Wisconsin Department of Revenue Letter of Intent 
This Letter of Intent (LOI) sets forth the specific questions, requirements, and standards for tax software providers for the Wisconsin Department of Revenue (DOR).  By submitting this registration form to the department, you are agreeing to meet our standards for software provider registration, tax preparation software (DIY or professional), and substitute forms.  This LOI is intended for PSP/Transmitters doing XML filings of WT-7, WT-6, W2, and 1099.
Failure to meet any of the standards or requirements set forth in this specific LOI may result in the denial of your application or the removal of your organization as an approved software provider, and the rejection of all electronic or paper returns submitted using your products.
Please complete a registration form for each unique product your company offers.
This form must be completed and submitted to DORDeveloperRelations@wisconsin.gov no later than 15 October 2019.  For alternate methods of submitting, email the Developer Relations team.  Testing deadline is 15 January 2020. 
Type of Software Product - Select all that apply
Forms Supported - Check all that apply - XML except where noted **
Software Companies: Use this section only if this product is rebranded with the approval of the Software Publisher, who is the            original creator of the software and signer of the LOI. It is the position of the STAR Working Group under the auspices of the IRS Security Summit that:
·     Rebranding where the software publisher makes all code changes to generate the rebranded software and ensures that the rebranded software meets the applicable requirements and does not pose any additional 
       risk to the tax ecosystem.  
·     Rebranding where the organization who rebrands the software has the capability to make cosmetic changes including but not limited to color or font, but cannot make changes to the applicable requirements and does not pose additional risk to the ecosystem.  
·    Unique identifier will be placed in the softwareVersionNum attribute (SoftwareVersionType) **
REBRANDED SOFTWARE PRODUCTS (Up to 5)
 Add Row
 Delete Row
Communication and Expectations
Documents and Materials
All developer information will be posted to the FTA State Exchange System (SES).  Schemas and related developer information will no longer be available on the department website.
Access to the schemas, business rules, and test packages will be granted after approval of the signed LOI.
To request access to the SES, send an email to support@taxadmin.org. 
Requirements, Standards and Recommendations 
Standards and Requirements for Transferring Data Year over Year  
Transferring data year-over-year that is not initially entered accurately causes issues with processing tax returns.  The following items may be pre-populated, but must be physically confirmed by the user prior to submission:   
      • State withholding account numbers
Wisconsin Required Support of Data Exchange Program
Professional products will be required to support and use the Data Exchange Program.  Developer information can currently be found at https://www.revenue.wi.gov/Pages/HTML/dataexchange.aspx.   This program will allow you to verify client information and receive updated information on account numbers, business names, and filing frequencies. 
 
DIY products or third party transmitters will be required to provide a link to a web based lookup at 
https://tap.revenue.wi.gov/wtn/_/.
Wisconsin Testing Requirements
The department will require passage of a series of test submissions prior to enabling software for Tax Year 2019 and future returns.  The department will post the packages to the State Exchange (SES) as they become available.  The test package will be released in September.
 
There will be a separate series of tests for the WT-6, WT-7, W2, 1099, and Data Exchange files.  Approvals will be granted at the form level upon successful completion of the required tests.  Approved software providers will be listed on the department website using the information provided in this signed LOI. 
Data Breach Reporting
All software providers executing this agreement are subject to data breach security laws and/or section 134.98 Wis. Stats., Notice of unauthorized acquisition of personal information, including but not limited to provisions regarding who must comply with the law, definitions of “personal information”, what constitutes a breach, requirements for notice, and any exemptions.  
You agree to:
• Notify the department when you discover breaches, security incidents, or other improper disclosures of taxpayer data. Document specifics of the situation into an incident report, including but not limited to: 
         • Date and time of incident
         • Date and time the incident was discovered
         • How the incident was discovered
         • Description of the incident and the data involved , including specific data elements if known
         • Potential number of taxpayer records involved, if known; otherwise, provide an estimated range if          possible
         • Infrastructure/systems involved (for example, laptop, server, etc.)
• Protect taxpayer data including, but not limited to:
         • Managing and protecting physical and remote access
         • Managing identities and credentials for authorized devices and users
         • Managing access permissions using the principles of least authority and separation of duties
         • Providing security awareness training to information users, including managers, senior executives, and contractors
         • Providing role-based security to personnel with assigned security roles and responsibility
         • Protecting data in transit and at rest
         • Protecting against data leaks
         • Destroying all data in accordance to your organizations record retention policy
         • Removing all data using a secure disposal service or destroying storage devices and media before they leave control of the organization 
         • Improving and updating protection processes and system security plans
         • Monitoring systems for anomalous activity
         • Implementing cyber security practices as a part of human resources
         • Developing and implementing risk and vulnerability management
Wisconsin Withholding Listserv
All transmitters MUST be signed up for our withholding listserv.  You can sign up here: www.revenue.wi.gov/Pages/HTML/lists.aspx. 
         * Withholding Tax
         * Withholding Tax e-File Developer 
 
The department provides withholding updates and clarifications using these lists.  The department will also provide information to developers using the SES. 
Multiple Versions
If you either sell or market your product to others, you MUST maintain the approved SoftwareId listed on page 2 of this document.
As the representative of the above named organization, I agree, on behalf of the organization, to comply with all requirements listed above.  Furthermore, by signing this agreement, my organization is agreeing to all of the requirements listed above. The Wisconsin Department of Revenue reserves the right to deny, suspend, or terminate approval acceptance of any company and thereby refuse to accept any additional returns from such software company that does not adhere to above stated requirements.  
 
As an approved Wisconsin Department of Revenue provider, I agree to provide true, accurate, current, and complete information about my company. I understand that if I provide any information that is untrue, inaccurate, obsolete, or incomplete, the Wisconsin Department of Revenue has the right to deny, suspend, or terminate my account. 
Email completed form to DORDeveloperRelations@wisconsin.gov or contact the Developer Relations team for other methods of submitting this form. 
Signature 
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