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How to submit a VIRA form?

..‘,,‘,,“h'ci w prac o Vendor Inherent Risk Assessment (VIRA) Form: This
e o — form must be completed to evaluate the vendor's risk. It
= Gicoupa  OneTrust e workdoy | is recommended to initiate the vendor review process at

least 4 weeks prior to onboarding/purchasing.

Key Notes:

« InfoSec Compliance Team: Assesses the vendor's
security posture to determine the risk of
engagement. SLA: 10 business days.

Vendor Inherent Risk
Assessment Questionnaire

« Software Review: The Security team evaluates the
risks associated with the software. SLA: 10 days.

+ Al Review: The Al Committee reviews vendors and
software using LLM/GenAl-enabled features
according to the LLM/GenAl review

« Following the assessment, the business unit or
requestor will receive a report with
recommendations.

B-login Chiclet
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Continuous Monitoring
(Vendor Risk Re-Assessment)

Residual Risk Re-assessment
Level Frequency

Very high
vendors are not
recommended at

Annually
2 years
N/A

N/A

To ensure that risk levels remain within the expected threshold and
vendors uphold their privacy and security standards, continuous
monitoring of the vendor and engagement is essential. Consequently,
Infosec Compliance conducts re-assessments.

Vendor Risk Re-Assessment Triggers:
« Business units or requestors are asked to inform us of any changes in
the scope of the engagement with the vendor.

« Additionally, Infosec Compliance will conduct periodic re-assessments
based on the risk profile, as detailed in the table.
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The Sourcing Policy & Process

Navigating the RFx Process

The process of issuing a Request for
Quotation (RFQ) or Request for Proposal
(RFP) is to solicit bids from suppliers.

Each supplier receives the same
directions, information, terms and
conditions. Procurement only considers
valid those submissions from suppliers
that meet the bid requirements and are
sent to Procurement by the specified
deadline.

Bid Requirements
Business requestors are responsible for following the
appropriate procurement process based on the table below:

Estimated Purchase Value - Total Project Cost/Purchase

$5,000 $25,000 - $75,000 and
and below  $9:001-$24999 $74,999 above
Min. No. of Bids or N/A 2-3 quotes 2-3 quotes Bids (RFx)
Quotes (recommended) (recommended) Required
INDG Procurement N
Involvement © No (optional) Yes Yes
(optional)

Required

NOTE: The Estimated Purchase Value (EPV) refers to the aggregate
amount a requestor expects to spend per project or individual
purchase.
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What We Do

The Procurement team is dedicated to providing the best strategic sourcing,
procurement, negotiation, financial and informational resources as it relates to the
acquisition of quality goods and services for Bloomberg Industry Group and providing
the most effective and efficient procurement processes and procedures in support of
INDG's mission and goals.

The Procurement of goods and services is governed by the following policies that
can be found on the Procurement Confluence Page:

INDG Purchasing Policy

INDG P-Card/V-Card Policy

INDG Contract Signing Authority Policy
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Things to Know Before Starting the Procurement Process

Where do | start when | want to purchase a good or service? The first stop is with the Procurement department. Contact your Procurement Business
Partner (see list in this deck or on the Procurement Confluence page). Please do not contact Legal first, they will tell you to reach out to Procurement.

Does my BU/department have an approved budget for this purchase? Has this been vetted through the Department Lead and Finance?
What vendor will | use? Contact Procurement for the current vendors list which includes diverse and small business (15% sourcing goal for 2025)

Do | have Procurement level access In- submit the required forms for my purchase? If | don't, how should | proceed? Submita Jira
licket and request Procurement Access.
If I have a vendor that | want to speak with about a possible engagement, what should | do first? Before having a conversation, submit a Contract

Request in Coupa for an NDA (non-disclosure agreement) to protect both parties’ proprietary information.

If I have a new vendor/speaker, how do | onboard that vendor? Go into W You will need to have
all the contact information for the new vendor. Once you complete the information, pproval. The vendor will
then receive a link to provide its W-9, banking information, and Supplier Diversity status. AP & Procurement will work together to onboard the vendor into
Coupa and SAP. This process can take 2-7 business days.

If | have received a contract from a vendor, what do | do with it? Submit a contract request in Coupa and Procurement will start the review process.
What other approvals will | need besides an approved contract (Procurement & Legal) and an approved requisition? You will need to submit a
VIRA (link is in the Contract Request) to the InfoSec department. They will make they capture the potential risks associated with working with the vendor on
the engagement.

How long will the entire Procurement lifecycle process take? The process for a please plan ahead!

Who can sign contracts and commit the company to goods/services? Only those persons with the “ﬂch can
be found onh
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The Procurement Process — Quick Overview

The process is as easy as 1-2-3
Step 1: Submit a Contract Request (“CR”) in Coupa

If there is a contract needed for the purchase, complete the information in the Contract Request form and complete a
VIRA request. The information provided in the VIRA will be reviewed by InfoSec to assess vendor risk. This will also
kick of a software review if needed and an Al review (if the vendor uses Al). Those departments will contract the
vendor or BU for more information if needed.

Step 2: Submit Supplier Onboarding (“NVO”) form in Coupa to onboard a new vendor
This is only required if the new vendor is being paid by PO or check. If this is not a new vendor, skip to Step 3. If
paying via v-card or p-card, skip Steps 2 and Step 3.

Step 3: Submit a Requisition (“req”) in Coupa.

This is to have the funding approved. Once the req is fully approved, Procurement will be able to send the
contract/order form for signature according to the Contract Signing Authority policy. If paying with a v-card or p-card
(one-time purchase, if vendor only accepts credit card, or pre-approval by procurement), no req is required

Submit Contract

Request & VIRA Submit Req
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Procurement Scenarios

Have a Need/Requirement over $25K *  Reach out to the Procurement Business
Partner or BU Lead (Marketing only) to
conduct a sourcing event (RFx)

Talk with a vendor . Submit a contract request for an NDA
. Non-disclosure Agreement (NDA) before starting conversations
needed

Purchase a good/service *  Submit a requisition
*  Current vendor
*  No Contract

Pay by Purchase Order (PO)

Purchase a good/service . Submit a new vendor onboard request

*  New vendor
*  No contract
. Pay by p-card

Purchase a good/service «  Submit new vendor onboard request
. New vendor «  Submit contract request

*  Contract(s) needed *  Submit requisition

. Pay by PO

Purchase a good/service *  Submit contract request
*  Current vendor . Submit a requisition
*  Order form (vendor paper)

Pay by PO
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Responsibilities

Reviews, redlines,

BUs Procurement
Works directly with
NDA Enters CR vendor and legal for
execution.
Vendor
Assessments Fills out questionnaire Confirms completion
(VIRA, Software a prior to sending MSA for
or JIRA form :
Review, Al signature
Evaluation)
Works directly with
MSA Enters CR vendor and legal for
execution.
Supplier 2 5
Onboarding Fills out Coupa form Reviews and approves
Works directly with
sow Enters CR vendor and legal for
execution.
Enters request,
Requisition management approves | Reviews and approves.
(CEO approves $100k+)

Conducts vendor
assessment

Conducts Al
evaluation.
Provides approval.

May suggest

additional terms.

Bloomberg Industry Group
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Vendor Risk Management
Vendor Risk Management
Process

What is a Vendor Risk Management?

« It's the process of identifying, assessing, monitoring,
and mitigating risks associated with third-party
vendors or service providers

« Identify & document potential risks

+ Implement measures to reduce or eliminate risks
associated with third parties

« Protect our and our customers data

+ Ensure operational continuity

Example of Third Parties

+ SaaS$ Providers (Salesforce, Coupa, Ceridian,
Workday)

« Al/LLM Services (OpenAl, Anthropic)

« Consultants (Ernst & Young, Deloitte, KPMG)

« Infrastructure (AWS, Azure, Google Cloud)





