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Showing Skepticism

SKEPTICAL QUESTIONS
X Am I expecting the message?
v Do I know this sender?

v Does this e-mail address look
legitimate?

X Is this subject suspicious, like using
alarmist language?

V Was I expecting an attachment?

X Does this person really know me?

v Does the message seem suspicious?
X Am I being pressured to take action?

X Can I tell where this hyperlink will really
take me?
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From: 7 admin

Toi Jos Employee.

Subjects Urgent Expired Anti-Virus #f.

Wy records show that your antvirus softvare s ot o date, Immediace
acion s required o keep your compucer safe.

e he fink below 10 ensure youre running the ates version of
Softare, Otheruise you could comaromisa netork sacuriy.
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WARNING SIGNS!

Click the red arrows to leam how to spot phishing

D attempts

Scams provide links to click within the -
mail. You can view the true destination for
the link by holding your pointer over the
URL

WHAT YOU SHOULD DO

« Contact your IT department to confirm a suspicious
e-mail's legitimacy.

« Never dlick "Reply” to respond to questionable e-
mails directly. Create a “New" e-mail if you wish to
reply.
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WARNING SIGNS!
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Q. Click the red arrows to lear how to spot phishing
= — D attempts

facebook ¢ M= EE——

When you click Login, you are taken to a
bogus website. Entering your e-mail and
Sign in to View People's Profiles on Facsbook password gives thieves your credentials.
Already on Faceboak? Login or Fl aut the form blou: to gt
startad, v

Hesding cue? Sty comneczed

WHAT YOU SHOULD DO

i « Always check the web address in the address bar of
your browser, Make sure the address starts with
www.facebook.com.

« Be cautious about accepting Friend Requests or
other social media contacts from people you don't
recognize.

ey





image4.png
Phishing Awareness Training

Safe Computing

Phishing Threats

E]

Very Accaunt Tnformation
T wesssae

From: 1P Morgan Chase Bank o
e Emsloyee
Subjec: Veriy Account Information

Dear Chase Online customer, ¢

We have detecd an srro ragarding yeur Chase Oriine Accaurt
This might e cus t the fllowing reszons:

1. A racent change i your personal nformaton.
2. Submiteng invaid nformation durin il sign-wp process.
3. Ml faled agins in your personsl czour.

Plezse update and verify your information by dlicking ¢
o

Thank you
Chase Oniine, Bllng Depariment
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WARNING SIGNS!
Click the red arrows to leam how to spot phishing
D attempts

‘Scams provide phony shortcuts to access
‘ther corporate web sites.

WHAT YOU SHOULD DO

« Never click any links in a questionable e-mail or an
‘e-mail from a sender you don't know.

« Never provide any personal information via e-mail.
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To: Joe Employes
Subjecs Your T Refund Stz
1 S Dommentston o () ¢

Depurimentof Ty Retuns.—— of

(s —
We receve your tax refund, However we ars unsble o procass e return

25 iled. Our records indicate that you has o provided the required
documents,

‘ From: el Ravenue Servics

2 resut your fling and refund has been placed on holduncl e o
proper documantation s complesed

What you need to do.

Print out the attached natification and list of missing docuements. ¢
Complate the nformacion and send o the adéress shown in the
notification
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WARNING SIGNS!

) Click the red arrows to leam how to spot phishing
D attempts

‘Scams often contain misspellings and poor
gremmar.

WHAT YOU SHOULD DO

« Always contact the e-mail's sender through contact
information provided on their official website to
confirm the legitimacy of the request.

« Never open or download any attachment.
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Phishing Awareness Training

« Preventing Phishing Congratulationst

+ Safe Computing You have successfully completed this
course and have received credit. You may.
« Cinematic Video now safely close your browser window.

¢ Preventing Phishing

7 Assessment





